Ui vj.y mm yyjj • h ee 

-we 

\, i * t i v i ' p M i 

.tv i_ . , N v Huhnnat:^;: nvm a sender for ■.rarisnn-^U'n U) at for--,? >. ii-jScndcd 
recipient and receiving -an encrypted secret key encrypted using a public key associated with a 

v ec i he ^ v ^ _ v ' "> ' uce f fvK 
> i , j. , < ( ! , n c kc t it ist . ded i x n 

e-\ \ ns v v n. kc k> the at lei- n k s e uvpderit using a 

s. 'k \i i > ^ . v , ^> ><kU^ ale > v .< w.'toni 

specific secure secret key; and 

forwarding the encrypted information sens, by the sender and at least one recipient 
specific secure secret key for the at least one intended recipient. 

i "< ^ vi ! K > u OCi i -5 < v ~> * i 1 * 

KS > v - , S > , , v , > ^ ... v . 

3 ! > la „ic e cy^Ouc fie deuvnu 

soesvt kc> ^ e- ; e ^ reiee ys d;>_ \ <> the at ^ v ne intended; t i v jnch^K^ 

recipient public key. 
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4. (original} The method of claim 1 including the steps of. encrypting information 

W h VvfO V> V ■> V v. 1 . i . <~ t i ^ < <. \C, <. ! i . >,th It 

ke> ass kdaied with the secure distribution server to produce the encrypted secret key, and 
sending he encr>picd mfor.ru id foe ^ > t t crei fo 

5. o •: iginal j 1 he nkod ••>-! ot ehmi 4 w hciesn one: foe secret fog foefodes 
<> h . ,ie> «i v.v v s no v'^u ^. <! v. v < 

6. o c^M^.'kM Ued x i.uOvKvo . - • u -< so r luou -ud 
ijih'rtnatioo in an encrypted form locally on a device that performed She step of encrypting 
tfo> [ i x> < ; v„v v.' i,v 

7. v s 0 v vi i k Ki (I v * ' v. (. ' t j O 

eivnrii* o e e . ' <^ , , l i ^ .a ^ I « ?\ C o\ , us> , > >t'-vo' , 
i e< f o > ( s t !\ i v ' , 



vTo-nadene . 'o-v-c^- e,w_ 



encrypted in formation and the encrypted secret key and forwarding foe encrypted information 
secret key. 

l'< (c i . I ,\>» " . i > i 1 > <. . ^ s vP \ v > > t K v » , \ev >v 

d st bs. ion scrv^ so er.er> f ; ed-- 1 vi 1 > u u 1 if so 

usvT\pnna ;hv decrypted secre? Lev nsena a public kc\ ^sovieted v.iih each <n the additional 
entities, 

11. u ^' i. M 'i. . hod of claim ! . cl ! i\ ■•< ^-y> 
the decrypted secret key using a public key associated with a content, scanning device: sending 
tbeevu\o, i ] \ v. vj v |\ >c e ^ * k. hi e \a f w , v. >.uiv;v 

;l vm' back ifom the contain v i device, ^rnaahne. v oncr>pied >u s based i 
e suit sei f v <. sU j Liu e tt k ne recip ecide securt 

secret ke\ foj at least one intended recipient. 

1 \< v v u "i ^o l i 

v. ^ - it v I. vO <- 

obtaining tfo <, n key-> dn;u at foast one of. a v \ v c e e^- c j d n> i 

scfvK'-:. an ' N \ 1 « . k - i a , a . v. w.n hookup. 
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i? ij-neu^ash piv-.e:nei ■ Fhe n^ofh^d elaim I uk uo v <ne slop- 'V ena\pnne 
information with a secret key to produce the encrypted information offline, encrypting the secret 

KS ^ W J b ' U 1 v - v K V ' v 

' v. i K sos st.' v t 

c l o se ke') o the secure di 1 serve 

^ 1 V ! * v ( <. d! t \ 1 } t { 

0 v pi >. U reev;v -rn n s < cs i ! ie e i > s i ' t \ o > 

and the at least one redolent specific secure secret key for the at least one corresponding 
intended recipient 

1 5. (currently amended} A method for securing information comprising: 

p >v s ' . < f 1 U> s sC!\Ci CilL j'OV 't; > > i sv O 

iL-aLe, o* > » ! s .o ■<■ i s v >' er e< ^ | 'eo et v. v, vJ . s > j K3">K ko\ 

- ^ ,C> 5 1 v - > 5 ! ! ->C ^ U 

h > 1 \ va sj -u! uhi ,1 thMH'i ^~e> v.; ^ 1 Kit ee 

decrypted secret key;. 

t > i '>L > f v x •> 15 t «. ^ »' „ » \^ v Ot 

- tie ,\s ■ , ^ v 

v y| s v > > s' v McJ seervt ke< c < 

intended recipient using a corresponding public key s v _ ^ <. 

s v <l s^ k ..u o aa 



5 



O'MH 1 s ihC ^ ^ ' > v. >. . 1 .CiO Mil. ;O'.:p!0n!. 

peeifk i ded recip et 

16. (previously presented) The method of claim 15 including determining a plurality 
uf m?e d-ji v ' ' a in km. v 

17. (original) The method of claim 16 wherein the step of encrypting includes 
e'V'SO' : o, o> IvJ.e -e Im > . iv etc v> . )i. ".'oou 'e, - { < m 
recipient public key 

18. (carremty amended) A network element comprising: 
cue i v - , ' <- to 

K\rf v v v. .s^ . -) *k\ sv\ OL^ , Uv st\e 

i I t. s c <tv h n 1 elemers \ h eyvplo: .o 

x 1 ^ < - < i i < 

corresponding public key of at leasi one intended recipient; 

O- \ v t ^ > m v v. p i 

s. >. o \e o t t j< ken- ■ -o e ;c;.dee ..v " using u o >. , h v 

key \ v m . ' r ' preuuee a recipient specific secure secret key: 

arid 
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n k> v *>- »b Mi i \ k n u enenpted i 1 « i s c m \ .Ncadoj jr«,t for 
sorwardnn; at leu-^t one rceipieu. specie -secure secret ke\ for ui laud one corresponding 
blended recipient. 

" V ! ' t J ^ v v 

O ! ! _C v - I K . ' v. 1 s \ v t > f v 

iO > v 1 .v. 1 v v > ! \0 

f U •) C V\ v * ^ ( s \ \ < 

'< IK' J Ok I ^ io fo 

20, icaneaih amended! .\ Morale modem; comprising: 

memory containing executable instructions that when read by one or mere processing 
deuces, causes he ^ e os ah \ proeev ?g devices to:- 

receive encrypted information from a sender for transmission to at least one 
intended recipient and receive an encrypted secret key encrypted using a public key 
associated vids i secure sisiri -a. a- co 

decrypt the encrypted secret kes to produce a decrypted secret key; 

> i S. _ O' _ ^ < v. ; f V - V. ! 1 <. 1 v «l \<. I i i > 

me : . eey-u- \ 

ited seert <ey k ea east o ended txoiu^ 
v *■ 1 v vv ue 

secret key ; and 
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Sw v. v. + 1 v ! " 0< < v.i w ~) 

21. (previous; y presented) The storage medium of claim 20 including memory 

! C >m ,K . _ > v 

Ov ' !v v v \ Cv 1 Ci s < v. ' v ( 5C I 1 v 

p s ' te i ! ec s < ypnng decrypted e 

2 gu i ' he s > e i diu \ ! f f iding m on h 

executable instructions that when read b> the one or more processing devices causes the one or 
more processing devices to encrypt a copy of the decrypted secret key for each intended recipient 
■ ' m uiblic key. 

2' 1 v o pit to!) The sto , lediuj ! m 20 mcludi einors 
<. • i iv v W i t K l t \ V cr c k >m rm oo\oh l ^ ^ > , e - 

the ) k or more processing devices to determine if the encrypted information needs to be sent to 
o' <. ' .s m ; < 5 p t ^ Uv s < s , s o ^ v I . d 

of tbe mkr endues 

. ed) A secure mnication 
et least one sender that encrypts information with a secret key to produce encrypted 

V. t V ' >- , v. - ^ ' < 



CH;eAOom>auem 
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pixnku o one 5 - ^ ... \.iv' kcx and during mi online sc xos >cw!s Uic cue; > plod cud; sntrdi u 
at least one intended recipient; 

) CW i v ^> <. U X! .0 i\ v. s <. 

Headed c\ i < 

v: , v . < ^ e .w pe< < s. \ 

<. . ikd \ 1 '1U T 

ij t \ i t - 

i> ec <u' novi . Pvi^'iv \*\ <v the vi* ea-' <ve " . vko w> n-. 1 v e< fn v 
^ ' ^ ■ ^ • -\ - > 

fu h <. > 1 > < ' 

encrypi.ibe decrypted secret key (or the at least one intended recipient using a 
e> ^'estx> sd< ,u xb o ke> t-< punH.ce .it ka* oa. e>x \c f - k ■ ■ . - ..ecsecet 
key; and 

'v i o < 1 -> kvt\ ewtk -.uih saK.Ko ' *.a\ 

c v i xeded -v 



2.x s'prx- nxxy ;xxxx\: > x xswm H - J4 . a >W:Jw i.;xrypb 
inns h i dx v<x k<x x \ k ^ the > ccp. ox x ! n u > > > iilr.R. \ 1 - , t 
key with a public key associated with the network element to produce the encrypted secr< 



xxexxxcxxxi 
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oiYlhtt'. and Jaruhi an online session, sends the encrypted information and the encrypted secret 
key its ihe rseicvck dement. 



n? 



> k CU<;a- 



: 'OC.C'! 



(p5 ;vioi d; presen ed) Hie system )fc urn 24 wherein the network e ement 
, !\|M\\'i, vied secreS -y using a p die key associated wuh a content Si unng device 

H < ! v vn Uvk \ru t(U ko s *k U>'>! V . 1 

device; receives a result back from the content scanning device, and forwards the encrypted 
j >n the resul <en b\ the content scann t device $d 'base* s s east on 
recipient . >\ secure secret key f-.-y at least t. • intended recipient, 

28. (currently amended ) The network element of claim 1 8 comprising ai least one 




mi includes the means for decrypting, the means tor obtaining a 



< . t j . V > 1 , S I O ! V -.v V 



t K V > 
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